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1. Enrollment email / Welcome Screen

1. Click the link located in your enrollment email.

Subject: Duo Security Enroliment

Please click this link to begin the enroliment process:

https:i/fapi-28a1d860.duosecurity. com/portal?code=617347c557577af1 &akey=DACIIBOKOSGNVTXIALG1

Read the Guide to learn more about two-factor authentication:
http:/iguide. duosecurity. com

Please contact your administrator if you have any questions.

2. Click the Start setup button to begin enrolling your device.

Protect Your NBME Account

Two-factor authentication enhances the security of your account by using
a secondary device to verify your identity. This prevents anyone but you
from accessing your account, even if they know your password.

What is this? ¥

Need help? This process will help you set up your account with this added layer of

security.

Start setup




2. Add a New Device - IPhone
1. Mobile phone radio button is selected by default. Click Continue.

Add a new device

lam enrolling a ...

®  Moblle phone RECOMMENDED
What is this? CF ) Tanlet (iPad, Nexus 7, etc.)

Need help? O Landllne

2.1. Enter your Phone Number

Add a new device

My device's phone number is...

United States
What is this? [T
Need help? +1 ‘ v
ex: (201) 234-5678
M (s09) is the carrect number.

W

1. Enter your phone number with area code. Ensure the correct number checkbox is selected.

2. Click Continue.



2.2. Choose Your Platform - IPhone

Add a new device

My device is a...

®  IPhone
What is this? [T -
T 3 O Andreld
MNeed help?
O BlackBerry
O Windows Phone
O other {and cell phones)

v

2.3. Install Duo Mobile for iOS

1. Launch the App Store and search for Duo Mobile.
2. Tap Get and Install to download the app.
3. Tap OK when asked if Duo Mobile should send Push notifications.

Install Duo Mobile for I0S

1. Launch the App Store app and
search for "Duo Mabile”.

2. Tap "Get" and then "install" to
download the app.

Tap "OK" when asked if Duo Mobile

should be able to send push

L dun e e

Duo Mobile
Do Zeaniy L7

" - B el
What is this? [

Need help?

notifications.

Back I'have Duo Mobile installed

Note: Once the app has been installed on your device, click “I have Duo Mobile Installed” to
continue.



2.4. Activate Duo Mobile for iOS
1. Open Duo Mobile.

2. Tap the “+” button.

3. Scan the barcode.

1. Cpen Duo Mobile,
2, Tap the "+* button.
3, Scan this barcode

]

HEl'.'II'Ig pronlerras‘:' We'll send you an activation link instead

=

Activate Duo Mobile foriDs

1. Open Duo Mabie
2. Tap the "+ butien
3, Scan this barcode

Having probiems T We'll $8nd you &0 activation iink inshead

RS ==

4. Your NBME account is added to the Duo application once the barcode is selected and verified.
5. Click Continue.



2.5. Configure Automatic Device Options (optional)
If this is the device you'll use most often with Duo then you may want to enable the Automatically send
me a: option and choose either Duo Push or Phone Call. With this option enabled, Duo automatically
sends an authentication request via push notification to the Duo Mobile app on your smartphone or a

phone call to your device (depending on your selection).

W . ~
My Settings & Devices
My default device is: M autamaticatly sand me &
® puo Push
0§ poccon ) [w] o
wWhat is thes? 9 O Phone Call
Negaed help? This device can automatically
receive a request when you need
1o lag in with two-factor
authentication,
My Devices
r:: .05 609 ot
L

6. Click Save.
7. Scroll to the bottom of the dialog box and click Done.
8. The Successful Enrollment dialog displays.

Enrollment Successful!

~

L}
\Way to go, you can now authenticgte to any
Duo-protected service.




3. Add a New Device - Android
1. Referto Page 1 for the Welcome Page.
2. Mobile phone is selected by default.
3. Click Continue.

Add a new device

lam enrolling a ...

®  Moblle phone RECOMMENDED
What is this? 7 O Tablet (iFad, Nexus 7, etc.)
Need help? O Landline

3.1. Enter your Phone Number
Add a new device ~
My device's phone number is...
United States
What is this? [
Need help? +1 ‘ v
ex: (201) 234-5678
[l (609) is the correct number.
W

3. Enter your phone number with area code. Ensure the correct number checkbox is selected.
4. Click Continue.



3.2. Choose Your Platform - Android

Add a new device o

My device is a...

IPhone
What is this? [
B Androld
Need help?
BlackBerry

Windows Phone

OO0 O0O®O0

Other (and cell phones)

3.3. Install Duo Mobile for Android

Install Duo Mobile for
Android

: 1. Launch the Google Play Store
m Lails, app and search for "Duo Mobile".
2. Tap "Install" to install the app.

] I have Duo Mobile installed

Need help?

Back

1. Launch the Google Play Store app and search for Duo Mobile.

Tap Install.
3. Once the app has installed, click “I have Duo Mobile Installed.” The Continue button will be

enabled once the checkbox is selected.



3.4. Activate Duo Mobile for Android
1. Open Duo Mobile.

2. Tap the “+” button.

3. Scan the barcode.

Activate Duo Mobile for Android
E 1. Open Duo Mobile.

2. Tap the "+" button.
3. Scan this barcode.

Meed help?
]

[=]: <"

Having problems? We'll send you an activation link instead.

4. Your NBME account is added to the Duo application once the barcode is selected and verified.

Activate Duo Mobile for Android

1. Open Duo Mobile.
2. Tapthe "+" button.

3. Scan this barcode.
Need help?

Having problems? We'll send you an activation link instead

5. Click Continue.



3.5. Configure Automatic Device Options (optional)

If this is the device you'll use most often with Duo then you may want to enable the Automatically send
me a: option and choose either Duo Push or Phone Call. With this option enabled, Duo automatically
sends an authentication request via push notification to the Duo Mobile app on your smartphone or a

phone call to your device (depending on your selection).

My Settings & Devices

My default device is: M aAutomatically send me a:

® Dua Push
Android (0000 )
What is this? CF O Pphone call

Need help? This device can automatically
receive a request when you need

to log in with two-factor
authentication.
My Devices

'ﬁ' Android 609-

Done

6. Click Save.
7. Scroll to the bottom of the dialog box and click Done.
8. The Enroliment Successful dialog displays.

©

i

Enrollment Successful!

N

.
Way to go, you can now authenticgte to any
Duo-protected service.




4. Tablet
1. Referto Page 1 for the Welcome Page.
2. Select Tablet.

Add a new device

lam enrolling a ...

' Moblle phone RECOMMENDED
What is this? 7 ® Tablet (iPad, Mexus 7, etc.)
Need help? O Landline

3. Select your operating system.

Add a new device

My device is a...

® |05 (iPad, iPod Touch)

Need help?

O Androld

4. Click Continue.

10



4.1. Install Duo Mobile for iOS

1. Launch the App Store and search for Duo Mobile.
2. Tap Get and Install to download the app.
3. Tap OK when asked if Duo Mobile should send Push notifications.

Install Duo Mobile for I0S

1. Launch the App Store app and
search for "Duo Mabile”.

2. Tap "Get" and then "install" to
download the app.

Duo Mobile - Tap "OK" when asked if Duo Mobile

Meed help? [EREEET
I should be able to send push

notifications.

Back I'have Duo Mobile installed

Note: Once the app has been installed on your device, click “I have Duo Mobile Installed” to
continue.

4.2. Activate Duo Mobile for iOS
1. Open Duo Mobile.

2. Tap the “+” button.

3. Scan the barcode.

Activate Duo Mobile for i0S

]

1. Cpen Duo Mobile,
2, Tap the "+* button.

3. Scan this barcode

HEl'.'I:I'Ig pron!lcms‘? We'll send you an activation link instead

11



P

Activate Duo Mobile for i0S

k. 1
D A e

e 2. Tap the "+* bution
: .

3, Scan this barcode:

Havang problems ? We'll send you &0 activation ink instead

4. Your NBME account is added to the Duo application once the barcode is selected and verified.
5. Click Continue.

4.3. Choose Authentication Method
1. Select your default device from the list.
2. If you have multiple devices registered, select 10S from the list.

My Settings & Devices
MitcRIEO ey ¥ Automatically send me a:
® Duo Push
- i0s ¥ :

What is this? [% "' Phone Call

Add a new device This device can automatically

My Settings & Devices receive a request when you need

Need help? 1o log in with two-factar

authentication.

My Devices

@ R
Gﬂ FOS

12



3. Select “Send me a Push” or “Enter a Passcode.”

Device: | ios

Choose an authentication method

k3
Duo Push Send me a Push
e _

Add a new device Enter a Passcode Enter a Passcode
My Settings & Devices

Need he|p?

Enroliment successiull This is the Duo login prompt that you'll nermally see when logging

in.

4. After you enter the passcode, you are connected to the NBME network.

13



5. Landline
1. Refer to Page 1 for the Welcome Page.
2. Select Landline.
3. Click Continue.

Add a new device

lam enrolling a ...

) Moblle phone reconmiEnneD
p

What is this? CF O Tablet (iPad, Nexus 7, etc.)

Need help? ® Landiine

5.1. Enter your Phone Number
1. Enter your phone number with area code. Ensure the correct number checkbox is selected.

2. Click Continue.

Add a new device

My device's phone number is...

United States

What is this? [
Need help? +1 | 215590 v

ex: (201) 234-3678

Extension:

E (215) 590 is the correct number.

14



5.2 Choose Authentication Method

My Settings & Devices

My default device is: L Automatically send me a:

O Phone call
Landline (X66-00696 )
What is this? [§

Need help? This device can automatically
receive a request when you need

to log in with two-factor Save
authentication.

My Devices
What is this? (7

Need help?

Q. Landiine 215-590-962

Device successfully added! Continue to login X

3. Click the Automatically send me a: Phone Call checkbox.
4. Click Save.
5. Scroll to the bottom of the dialog box and click Done.

©

L

Enrollment Successfull

b i
Way to go, you can now authenticgte to any
Duo-protected service.

6. The Enrollment Successful dialog box displays.

15



6. Connect to WebVPN using Duo

1. Launch IE or Chrome.
2. Enter https://vpn.nbme.org

3. Enter your user name and network password.

@ Login

Flease enter your usemame and password.

If you are having touble logging into WebVFN please follow
this link for additional information.

Troubleshooting Information

Username: | |

Password: | |

4. Click Login.
5. Select your authentication method.

Note: If you selected the automatic option for Duo Push or Phone Call during enrollment, the
green buttons will be grayed out.

Choose an authentication method

Duo Push Send me a Push

Qé‘“ Call Me Call Me
What is this? (4

Add a new device =
Enter a Passcode Enter a Passcode

My Settings & Devices
Meed help?

16


https://vpn.nbme.org/duo

If Duo Push is selected, select Approve on your phone.

NEME
NBME-VPN

173.12.7.126

Philadeiphia, PA, US

Deny

If Call me is selected, press any key to connect to the NBME network.

Choose an authentication method

Duo Push

@ Call Me
What is this? [3
Add a new device
My Settings & Devices
Meed help?

Enter a Passcode

Send me a Push

Call Me

Enter a Passcode

17




8. If Enter a Passcode is selected, generate a code by tapping the key on the Duo Mobile App.

DUO Mobile App

eseon Verizon 7 11:03 AM

Edit —1 | (5

Check out these new features!

@ NBME B

9. The number changes each time the key is tapped.

@ newe e

1193/ /¢

18



10. Click Enter the Passcode.

Choose an authentication method

Duo Push Send me a Push
Q@ call Me Call Me
What is this? [3
Add a new device —
- Enter a Passcode Enter a Passcode
Ny Settings & Devices =

Need help?

11. Enter the code from your Duo Mobile App.
12. Click Log In.

Choose an authentication method

@ Call me Call Me

What is this? [§

Add a new device

My Settings & Devices
Need help?

Create passcodes in Duo Maobile or have them texted to you.

19



The VPN home page displays automatically.

NEME S5L VPN Service 1 }| httpoll I
T
9 Mishebapiinmtimn S/ Web Applications |
+  Citrix Remote Access il
Jira Fd
" NBME IT's defect and issue tracking tool
Reset Password / Unlock Account el

Reset password or unlock your network account

20



7. Connect to AnyConnect using Duo

1. Enter vpn.nbme.org as shown below:

& Cisco AnyConnect VPN Client |[s=2ul oSl S

@, Connection | € statistics | @& About |

TN INr
CISCO

Connect to: vpn.nbme.org -

Username:

Password:

Duo Delivery

Please enter your username and password.

=

2. Enter your username, network password, and Duo delivery method. Valid entries for Duo
delivery include:

a. push

b. sms

c. phonel

d. phone2

e. actual code from Duo app on phone

Push — Push a login request to your phone (if you have Duo Mobile installed and activated on your
iPhone, Android, or Tablet). Just review the request and tap "Approve" to log in.

SMS - A text message containing the Duo code is sent to your mobile device. Enter the code.

Phonel, Phone2 — This is a landline to which a phone call is made from Duo. Press any key to connect to
the NBME network.

Actual code from Duo app — Open the Duo Mobile app and tap the key which displays a code. Enter the
code provided.

21
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